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Abstract. This paper presents the design, implementation, and evaluation of a 

secure, scalable, and intelligent monitoring framework for Dynamic Multipoint 

Virtual Private Network (DMVPN) deployments. The proposed architecture 

adopts a layered model in which a Wide Area Network serves as the underlay, 

while DMVPN Phase 3 with multipoint Generic Routing Encapsulation (mGRE) 

tunnels protected by IPsec and IKEv2 forms the secure overlay. Enhanced Inte-

rior Gateway Routing Protocol (EIGRP) is deployed for dynamic route discovery 

and optimized spoke-to-spoke communication. A Python-based monitoring en-

gine, built on Netmiko, collects operational telemetry through read-only SSH ses-

sions, normalizes it into JSON, and applies rule-based detection logic against a 

healthy baseline. The system operates with a ten-second polling interval and is 

integrated with a centralized dashboard that visualizes tunnel status, routing ad-

jacencies, and security associations. Experimental validation in GNS3 demon-

strates that tunnel and routing failures are detected within a single monitoring 

cycle, achieving an estimated improvement of approximately 95% in fault detec-

tion speed compared to traditional manual approaches. The framework consoli-

dates distributed CLI-based verification into a unified, automation-ready inter-

face, supporting proactive enterprise network supervision. 

Keywords: DMVPN, Network Automation, Intelligent Monitoring, IPsec, 

EIGRP. 

1 Introduction 

Modern enterprise organizations increasingly rely on Wide Area Networks (WANs) to 
interconnect geographically distributed branch offices, data centers, and remote users. 
Traditional point-to-point Virtual Private Network (VPN) solutions impose significant 
configuration and management overhead, and their scalability becomes problematic as 
the number of sites grows [1]. Dynamic Multipoint Virtual Private Network (DMVPN) 
addresses these limitations by enabling on-demand encrypted tunnels between sites 
through a single multipoint interface on the hub, supported by the Next Hop Resolution 
Protocol (NHRP) and dynamic routing [2]. 
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While DMVPN simplifies tunnel provisioning, it does not inherently solve the op-
erational challenge of monitoring the resulting overlay. Tunnel health, NHRP registra-
tions, IPsec security associations, and routing adjacencies must all remain stable for the 
network to function correctly, yet verifying these elements traditionally requires man-
ual command-line execution across many devices. The lack of consolidated, real-time 
visibility delays fault identification and increases the burden on network administrators. 

This work proposes an intelligent monitoring framework that integrates DMVPN 
Phase 3, EIGRP routing, and IPsec/IKEv2 security with a Python-based observability 
layer. The framework continuously collects structured telemetry from network devices, 
compares it against a healthy-state baseline, classifies anomalies by severity, and visu-
alizes the results through a unified dashboard. The main contributions of this paper are: 
(i) a layered architecture that cleanly separates underlay transport, secure overlay, dy-
namic routing, and intelligent management; (ii) a rule-based, JSON-driven detection 
mechanism with deterministic and auditable behavior; (iii) the design of an operator-
oriented dashboard that consolidates per-router protocol state, network-wide health, re-
cent events, and actionable alerts on a single decision-support surface; and (iv) an em-
pirical evaluation in GNS3 that quantifies the reduction in fault detection latency rela-
tive to manual troubleshooting. 

The remainder of the paper is organized as follows. Section 2 reviews related work 
on DMVPN performance and network monitoring. Section 3 presents the system archi-
tecture. Section 4 describes the implementation in GNS3. Section 5 reports the experi-
mental results. Section 6 concludes the paper and outlines future work. 

2 Background and Related Work 

2.1 DMVPN Fundamentals 

DMVPN is a framework that combines multipoint Generic Routing Encapsulation 
(mGRE), NHRP, IPsec, and a dynamic routing protocol to create a flexible hub-and-
spoke overlay capable of dynamic spoke-to-spoke tunnels [2, 3]. DMVPN operates in 
three phases that differ in how spoke-to-spoke traffic is handled. Phase 1 forces all 
inter-spoke traffic through the hub. Phase 2 supports direct spoke-to-spoke tunnels but 
requires each spoke to maintain a full routing table from the hub. Phase 3 introduces 
NHRP Redirect and Shortcut messages, enabling the hub to optimize traffic paths while 
keeping routing summarized, which scales effectively to large enterprise deployments 
[4]. DMVPN remains a widely deployed WAN overlay and continues to be treated in 
current multi-domain network design literature [15]. 

2.2 Routing and Security in DMVPN 

Several studies have evaluated dynamic routing protocols over DMVPN. Marah and 
Ilyas [5] analyzed the impact of encryption techniques and dynamic routing protocols 
on DMVPN throughput and latency, concluding that EIGRP offers favorable conver-
gence characteristics over multipoint interfaces while AES-based IPsec maintains ac-
ceptable overhead. Hairab et al. [6] examined dynamic routing protocol scalability over 
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DMVPN and confirmed that EIGRP behaves more predictably than OSPF in multipoint 
scenarios because OSPF requires careful next-hop and network-type tuning to operate 
correctly across mGRE. More recent work by Shahid et al. [16] confirms, in IPv6 load-
sharing and link-failover scenarios, that EIGRP converges faster and loses fewer pack-
ets than OSPF after a link failure, which further supports its selection in this work. 

Kaur and Gurm [7] simulated DMVPN with OSPF and EIGRP in GNS3 and reported 
similar findings, recommending EIGRP for enterprise-scale deployments. Bensalem 
and Boukhalfa [8] proposed a scalable DMVPN configuration validated against varying 
numbers of sites, observing that split-horizon and next-hop self-adjustments are man-
datory on hub tunnel interfaces to enable Phase 3 shortcuts. Regarding security, Cisco's 
design guide [3] and Stallings [9] establish IPsec with IKEv2 as the standard for pro-
tecting GRE traffic over untrusted underlays, providing confidentiality, integrity, and 
authentication through Encapsulating Security Payload (ESP) and the Internet Key Ex-
change protocol. Recent independent comparisons of VPN protocols [17, 18] rank 
IKEv2/IPsec as the preferred option for enterprise deployments because of its authen-
tication flexibility and native support in network operating systems, while showing that 
the throughput advantage of WireGuard is strongly context-dependent. 

2.3 Network Monitoring and Automation 

Network automation has shifted from device-centric scripts to programmable manage-
ment layers built on libraries such as Netmiko and NAPALM [10]. Comprehensive 
network management practice further requires continuous polling, event correlation, 
and structured visualization of operational state, principles that have long been estab-
lished in the network management literature [13]. Al Homsi [11] developed Network 
Guard, a Python-based monitoring tool that demonstrates how Scapy and structured 
logging can replace manual diagnostic workflows with continuous, real-time supervi-
sion. Azwee, Alkhattali, and Dow [12], in a study conducted at the High Institute of 
Science and Technology in Libya, surveyed VPN architectures used in mobile networks 
and emphasized the need for integrated security and monitoring approaches that con-
solidate fragmented operational data. Recent work confirms the practicality of 
Netmiko-based automation on production Cisco networks: Osei-Wusu et al. [19] re-
ported a reduction of more than 99% in task completion time for automated configura-
tion management, and Choi [20] documents the SSH-based collection patterns with 
paramiko and netmiko that the collector in this paper follows. 

Despite the growing literature on DMVPN performance and on Python-based mon-
itoring, few studies integrate the two into a single framework. Most existing DMVPN 
research focuses on routing protocol comparison or on encryption overhead, while 
monitoring studies typically address generic IP networks rather than overlay-specific 
signals such as NHRP registration and IPsec security association state. The framework 
proposed in this paper aims to fill that gap by treating DMVPN-specific telemetry as 
the primary input to a rule-based intelligent monitoring engine. 
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3 System Architecture 

3.1 Layered Design 

The proposed system follows a four-layer architecture that separates concerns and al-
lows each layer to evolve independently. The underlay network provides basic IP con-
nectivity between hub and spokes, simulating an untrusted public transport. The overlay 
network builds DMVPN Phase 3 multipoint GRE tunnels on top of this underlay. The 
routing and security layer enforces EIGRP for dynamic route exchange and IP-
sec/IKEv2 for tunnel protection. The management, automation, and intelligence layer 
comprises Python modules for data collection, rule-based detection, controlled automa-
tion, and dashboard visualization. Fig.1 below shows the DMVPN network layer and 
the monitoring/automation layer with collector script, detection engine, automation en-
gine, dashboard, and the underlying JSON state files. 

 
Fig. 1. High-level architecture of the proposed intelligent DMVPN monitoring system. 

3.2 Selected Type of Multipoint VPN and DMVPN Phase 3 Design 

The multipoint virtual private network adopted in this work is a Cisco Dynamic Mul-
tipoint VPN of the single-hub, single-cloud, Phase 3 type. Concretely, it is a site-to-site 
(router-to-router) overlay rather than a remote-access VPN; it uses a hub-and-spoke 
topology in which the hub exposes one IPv4 multipoint GRE (mGRE) tunnel interface 
and every spoke registers with the hub through NHRP, while direct spoke-to-spoke 
tunnels are created on demand by NHRP Redirect and Shortcut messages; all tunnel 
traffic is protected by IPsec in transport mode negotiated with IKEv2; EIGRP runs as 
the overlay routing protocol and OSPF as the underlay routing protocol; and a single 
DMVPN cloud, identified by one tunnel key and one NHRP network identifier, is used. 
Multi-hub (dual-cloud or hierarchical) DMVPN variants, which add hub redundancy, 
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are outside the scope of the present evaluation and are identified as future work in Sec-
tion 6. 

DMVPN Phase 3 was selected because it provides the greatest scalability and the 
most efficient traffic paths. The hub maintains a single mGRE interface and acts as the 
NHRP server, while spokes register their tunnel-to-NBMA mappings dynamically. 
When a spoke initially sends traffic toward another spoke through the hub, the hub 
responds with an NHRP Redirect, prompting the source spoke to issue an NHRP Res-
olution Request. Once the destination spoke replies, a direct spoke-to-spoke tunnel is 
established and subsequent packets bypass the hub. This optimization is reflected in the 
routing table by the next-hop override flag. 

3.3 Routing and Security Design 

EIGRP autonomous system 5 is deployed across the tunnel interfaces to advertise 
branch LAN networks. Two adjustments are required on the hub tunnel: split-horizon 
must be disabled so that routes received from one spoke can be re-advertised to others, 
and next-hop-self must be turned off so that spokes learn each other's tunnel addresses 
as next hops. These two settings are essential for Phase 3 shortcut formation. Security 
is provided by an IKEv2 profile using pre-shared key authentication and an IPsec trans-
form set with AES-256 encryption and SHA-256 HMAC integrity. Tunnel protection 
binds the IPsec profile to the mGRE interface, encrypting all GRE-encapsulated traffic 
before it leaves the device. 

3.4 Rationale for Selecting IPsec with IKEv2 

Several mechanisms could, in principle, protect the overlay traffic: unencrypted GRE, 
IPsec negotiated with IKEv1, IPsec negotiated with IKEv2, TLS-based VPNs such as 
OpenVPN, WireGuard, and Cisco Group Encrypted Transport (GET) VPN. IPsec with 
IKEv2 was selected for four reasons. First, it is the only mechanism that binds natively 
to a multipoint GRE interface through the tunnel protection command on Cisco IOS, 
so a single IPsec profile automatically protects every dynamic spoke-to-spoke tunnel 
that NHRP creates; TLS-based and WireGuard tunnels are point-to-point, are not im-
plemented in the IOS 15.2 image used, and cannot follow NHRP-driven tunnel creation. 
Second, IKEv2 improves on IKEv1 in ways that matter directly for a monitored over-
lay: the initial exchange is completed in 4 messages instead of 6 or 9, liveness checking 
(dead peer detection), NAT traversal and request acknowledgement are part of the base 
protocol, anti-denial-of-service cookies protect the hub, and EAP or certificate-based 
authentication can replace pre-shared keys without redesign [22]. Third, the selected 
suite (ESP with AES-256 encryption and SHA-256 HMAC integrity) matches the al-
gorithms recommended for IPsec VPNs in NIST SP 800-77 Rev. 1 [21], and transport 
mode avoids a second IP header because GRE already supplies the tunnel encapsula-
tion. Fourth, recent independent comparisons [17, 18] rank IKEv2/IPsec as the most 
suitable option for enterprise deployments owing to its authentication flexibility and 
native operating-system support, and show that the throughput advantage of WireGuard 
depends strongly on the deployment environment. 
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GET VPN was excluded because it preserves the original IP header and therefore 
requires a privately routable underlay, which contradicts the assumption of an untrusted 
public transport. Table 1 summarizes the comparison. In the laboratory a pre-shared 
key was used for simplicity; in production, the same IKEv2 profile can be switched to 
certificate (RSA-Sig) or EAP authentication without any change to the DMVPN design. 

Table 1. Comparison of candidate mechanisms for protecting the DMVPN overlay. 

Mechanism Binds to 
mGRE / 
NHRP on IOS 

Key exchange 
and liveness 

Assessment 

Unencrypted 
GRE 

Yes None No confidentiality or integ-
rity; rejected. 

IPsec + IKEv1 Yes (tunnel 
protection) 

6 or 9 messages; 
DPD and NAT-T 
as extensions 

Legacy protocol; superseded 
by IKEv2 in current guid-
ance [3, 21]. 

IPsec + IKEv2 
(selected) 

Yes (tunnel 
protection) 

4 messages; built-
in liveness, NAT-
T, DoS cookies, 
EAP 

Standards-based (RFC 
7296) [22]; NIST-
recommended AES-
256/SHA-256 suite; se-
lected. 

TLS VPN 
(OpenVPN) 

No (point-to-
point, user 
space) 

TLS handshake Not available on IOS; high-
est processing overhead 
[17]. 

WireGuard No (point-to-
point) 

Noise protocol 
with static keys 

Not available on IOS; no 
dynamic peer discovery; 
performance gain is context-
dependent [17, 18]. 

GET VPN Group keying, 
no tunnels 

GDOI key server Requires privately routable 
underlay; unsuitable for In-
ternet transport. 

3.5 Intelligent Monitoring Layer 

The monitoring layer is realized as a set of Python modules that connect to each net-
work device using Netmiko over SSH. Diagnostic commands such as show dmvpn, 
show crypto ikev2 sa, show crypto ipsec sa, and show ip eigrp neighbors are issued in 
read-only mode and parsed into structured records. The most recent snapshot is written 
to a metrics.json file, while every detected change or alert is appended to an events.jsonl 
log. A rule-based detection engine then evaluates these metrics against a healthy base-
line captured during normal operation. 

Three severity levels are defined. CRITICAL events represent severe failures such 
as hub unreachability or complete tunnel loss. WARNING events represent partial deg-
radations such as a single spoke disconnection or a drop in IPsec security associations. 
INFO events cover normal status confirmations and periodic heartbeats. Heartbeat 
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events are emitted at every cycle even when no anomaly is detected, which prevents 
silent monitoring failures from being misinterpreted as a healthy network. The engine 
runs continuously with a ten-second polling interval, performing six evaluation cycles 
per minute. Fig. 2 below illustrates the end-to-end flow from network devices through 
data collection, detection, and alert logging up to the automation and dashboard outputs. 

 
Fig. 2. End-to-end monitoring, detection, and automation pipeline. 

4 Implementation 

4.1 Topology and Tools 

The complete topology was built in GNS3 version 2.2.55 [14] using Cisco 7200 routers 
running IOS 15.2. The deployment includes one hub router (HQ), two branch routers 
(BR1 and BR2), and an ISP router that simulates the public underlay. End-host connec-
tivity is represented by virtual PCs and loopback interfaces. OSPF is used as the under-
lay routing protocol so that the public addresses of all routers can reach each other 
before any tunnel is built. Python 3.12 hosts the automation and monitoring modules, 
with Netmiko providing SSH-based device access and JSON/JSONL serving as the 
structured data layer. Table 2 below summarizes the tools and technologies used in the 
implementation, together with the role each plays in the project. 

4.2 Selection of GNS3 as the Emulation Platform 

Candidate platforms for validating the design fall into two classes [23]. Discrete-event 
simulators such as OMNeT++ (with the INET framework) and ns-3 model protocol 
behaviour with abstract numerical models and are well suited to reproducible perfor-
mance studies of large topologies; network emulators such as GNS3, EVE-NG and 
Cisco Modeling Labs (CML) execute real router software and therefore reproduce the 
exact control-plane and command-line behaviour of production devices. GNS3 was se-
lected for three reasons that follow directly from the objectives of this work. First, the 
design depends on vendor-specific protocol implementations, namely NHRP with 
Phase 3 Redirect and Shortcut, mGRE tunnel protection, IKEv2 and EIGRP; none of 
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Table 2. Tools and technologies used. 

Tool/Technology Purpose Role 
GNS3 v2.2.55 Network simulation Emulates the full DMVPN topology with virtual Cisco 

IOS images. 

Cisco IOS 15.2 Router OS Provides NHRP, IPsec, EIGRP, and mGRE on hub and 

spokes. 

DMVPN Phase 3 VPN framework Enables scalable multipoint connectivity with dynamic 

shortcuts. 

IPsec / IKEv2 Security Encrypts GRE traffic using AES-256 and SHA-256. 

EIGRP (AS 5) Dynamic routing Advertises branch LANs and supports Phase 3 shortcuts. 

Python 3 + Netmiko Automation & moni-

toring 

Connects via SSH to collect structured telemetry. 

JSON / JSONL Data layer Stores latest metrics and chronological event log. 

Web Dashboard Visualization Renders tunnel, routing, and security state in real time. 

Phase 3 Redirect and Shortcut, mGRE tunnel protection, IKEv2 and EIGRP; none of 
these is available as a ready model in OMNeT++/INET or ns-3, so a simulator would 
have required re-implementing and validating the protocols themselves instead of eval-
uating the monitoring framework. Second, the monitoring engine is built on Netmiko 
and consumes the textual output of show commands over SSH; a simulator exposes no 
such management plane, whereas GNS3 routers run genuine Cisco IOS and are reach-
able over SSH exactly as physical routers are, so the collector, detection rules and dash-
board validated in GNS3 can be pointed at real hardware without modification. Third, 
among the emulators, GNS3 is open source and free, runs the Cisco 7200 image with 
the required feature set, supports Docker containers and virtual machines for the man-
agement node, offers per-link impairment filters (Section 4.3), and was used in the clos-
est prior DMVPN studies [5, 7, 8], which makes the results directly comparable. 

Cisco Packet Tracer was excluded because it does not implement mGRE/NHRP or 
IKEv2 and offers no external SSH access, while EVE-NG and CML were considered 
functionally equivalent but respectively require a dedicated server deployment or a 
commercial license. Table 3 summarizes the comparison. The trade-off accepted is the 
one common to all emulators: topology size is bounded by the CPU and memory of the 
host, and absolute timing figures reflect the host rather than router hardware. 

Table 3. Comparison of candidate simulation and emulation platforms. 

Platform Class DMVPN 
(mGRE/NHRP), 
IKEv2, EIGRP 

Real CLI 
over SSH 
(Netmiko) 

Licence 

GNS3 (se-
lected) 

Emulator (real 

Cisco IOS) 

Yes, native Yes Open source, free 

EVE-NG Emulator Yes, native Yes Community / Pro; 

server-based 

Cisco CML Emulator Yes, native Yes Commercial li-

cence 

Cisco Packet 
Tracer 

Educational 

simulator 

No mGRE/NHRP, no 

IKEv2 

No external 

SSH 

Free 

OMNeT++ / 
INET 

Discrete-event 

simulator 

No models; must be im-

plemented 

No Open source (aca-

demic) 

ns-3 Discrete-event 

simulator 

No models; must be im-

plemented 

No Open source 
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4.3 Extensibility of the Emulated Environment and Handling of Lost Packets 

The emulated environment is not closed: GNS3 allows additional elements to be at-
tached to the same topology without altering the DMVPN configuration, and two clas-
ses of additions are relevant to packet loss. The first is loss injection. Every GNS3 link 
accepts packet filters (Frequency Drop, Packet Loss, Delay, Corrupt and Berkeley 
Packet Filter expressions), so a defined percentage of loss, latency or corruption can be 
applied to the underlay links to reproduce a degraded WAN [14]; alternatively, a Linux 
or Docker node running tc/netem can be inserted as a WAN emulator between the ISP 
router and a spoke. The second is loss processing and recovery. DMVPN routers, like 
any IP routers, do not retransmit lost data packets; recovery is provided end-to-end by 
the transport layer of the hosts (TCP), while the control plane already contains its own 
retransmission mechanisms: the EIGRP Reliable Transport Protocol retransmits 
unacknowledged updates and queries, NHRP re-sends registration and resolution re-
quests until they are answered, IKEv2 retransmits requests with exponential back-off 
and detects a dead peer, and the IPsec anti-replay window absorbs reordering. Elements 
that can be added on the routers to act on loss include IP SLA probes with object track-
ing to measure loss and delay across each tunnel, QoS policies (LLQ, WRED) on the 
tunnel interface to protect critical traffic, and a second hub for failover. 

From the monitoring perspective, the collector can be extended in the same JSON-
driven way to poll tunnel interface input errors and drops, IPsec decrypt and replay 
failure counters, EIGRP retransmission counters and IP SLA statistics, and the detec-
tion engine can raise a WARNING when the measured loss exceeds a configurable 
threshold. The automation module can then trigger a controlled re-registration (clear ip 
nhrp) or re-keying (clear crypto session) as a verified action. These extensions were not 
part of the present evaluation, which focused on fault detection latency, and are listed 
in Section 6 as future work. 

4.4 Number of Participating Stations and Scalability 

The evaluated topology contains a fixed set of 7 enrolled nodes: 4 routers (the hub HQ, 
the spokes BR1 and BR2, and the ISP underlay router) and 3 end hosts (PC1, PC2 and 
PC3). Of these, the 3 routers that take part in the overlay (HQ, BR1 and BR2) send and 
receive tunnel traffic, and the 4 routers are polled over SSH in every cycle. This number 
was chosen as the minimum that exercises every DMVPN Phase 3 mechanism, namely 
hub-to-spoke registration, spoke-to-spoke shortcut formation and hub bypass, while 
keeping the fault-injection experiments reproducible. 

The maximum number of stations is bounded by three independent limits. At the 
protocol level, a single Phase 3 hub with one mGRE interface can serve hundreds of 
spokes, the practical ceiling being set by the IPsec security-association capacity and 
NHRP cache of the hub platform rather than by the design, and multi-hub or hierar-
chical hub deployments extend this to thousands of sites [1, 15]. At the emulation level, 
each Cisco 7200 IOS instance consumes dedicated memory and CPU on the GNS3 
host, so the number of routers that can run concurrently on a single workstation is on 
the order of tens rather than hundreds; larger topologies require a dedicated GNS3 
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server. At the monitoring level, the collector polls devices sequentially within the 10-
second cycle; the 4 routers of the present topology are polled well within one cycle, and 
because the cycle time grows approximately linearly with the number of devices, larger 
deployments are handled by polling devices concurrently through a pool of SSH ses-
sions, by lengthening the interval through the refresh control of the dashboard, or by 
deploying distributed collectors per hub. 

Adding stations requires no change on the hub. A new spoke is configured with the 
same tunnel key, NHRP network identifier and next-hop-server address and registers 
itself dynamically, after which EIGRP advertises its LAN and Phase 3 shortcuts form 
on demand. On the monitoring side, the device inventory is a JSON list with no hard-
coded maximum: adding a device means adding an entry with its management address 
and credentials and re-capturing the healthy baseline, and the search bar and per-device 
cards of the dashboard were designed for exactly this growth. Additional end hosts are 
attached to the branch LANs without any change to the overlay or to the monitoring 
engine. 

4.5 DMVPN, Routing, and Security Configuration 

Phase 3 is enabled by configuring ip nhrp redirect on the hub and ip nhrp shortcut on 
the spokes, with a tunnel key and network identifier of 10. EIGRP is bound to the tunnel 
network 10.10.10.0/24 and the LAN networks 200.x.x.0/24, with the WAN interface 
set as passive. The two Phase 3 EIGRP adjustments — no ip split-horizon eigrp 5 and 
no ip next-hop-self eigrp 5 — are applied on the hub tunnel interface. Security is en-
forced through an IKEv2 keyring with a pre-shared key, an IKEv2 profile that matches 
all remote identities, and an IPsec transform set using esp-aes 256 and esp-sha256-hmac 
in transport mode. Tunnel protection binds this IPsec profile to the mGRE interface so 
that all GRE packets are encrypted before transmission. 

4.6 Monitoring and Automation Modules 

The monitoring engine is deployed on a dedicated management node that does not par-
ticipate in routing or forwarding. Each cycle, the engine connects to the hub and the 
spokes, executes a fixed list of show commands, and parses the textual output into 
structured fields such as dmvpn_peers, ipsec_sas, eigrp_neighbors, and device_status. 
These fields are written to metrics.json. The detection module then loads the latest snap-
shot and evaluates a set of threshold rules. For example, a peer count of zero on a reach-
able device implies a tunnel failure, a sudden drop in IPsec security associations indi-
cates a key negotiation problem, and a missing EIGRP neighbor signals control-plane 
instability. Each detected condition is logged to events.jsonl together with a timestamp, 
severity, device identifier, and the metric values that triggered it. 

Automation in the current implementation is intentionally constrained to verifica-
tion-oriented actions. When a CRITICAL or WARNING event is logged, the automa-
tion module reads the event, executes additional read-only verification commands on 
the affected device, and records the post-check state. No configuration changes are ap-
plied automatically. This conservative design ensures operational safety and aligns with 
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academic best practice, while leaving room for future extensions toward genuine self-
healing. The interaction between these three components and the structured files they 
consume and produce is summarized in Table 4. 

Table 4.  Mapping between monitoring, detection, and automation components. 

Component Input Data Output Related File 
Monitoring Router CLI outputs Metrics metrics.json 

Detection Metrics Alerts events.jsonl 

Automation Alerts Verifications events.jsonl 

5 Experimental Evaluation 

5.1 Test Methodology 

The evaluation focuses on five aspects: end-to-end LAN connectivity, EIGRP conver-
gence, DMVPN Phase 3 shortcut formation, IPsec/IKEv2 stability, and the latency of 
the monitoring system in detecting injected faults. All tests were executed in the GNS3 
environment described in Section 4. Faults were introduced by administratively shut-
ting down tunnel interfaces, clearing IPsec security associations, and disconnecting the 
simulated underlay link of a spoke. 

5.2 Connectivity, Routing, and Security 

ICMP echo tests confirmed bidirectional connectivity between all branch LANs. 
EIGRP adjacencies formed correctly between the hub and each spoke, and remote LAN 
routes were learned without static configuration. Traffic between spokes initially trav-
ersed the hub; after the first NHRP Redirect, a direct spoke-to-spoke tunnel was estab-
lished, indicated by the H (next-hop override) flag in the routing table. IPsec security 
associations were established in both directions with active inbound and outbound 
counters, and IKEv2 sessions remained stable throughout the test period. Encrypted 
packet counters increased consistently with traffic flow, confirming that all GRE-
encapsulated packets were protected. Table 5 summarizes the connectivity, routing, and 
security results. 

Table 5. Connectivity, routing, and security verification results. 

Test Category Description Expected Observed 
LAN-LAN connectivity Ping between branch LANs over 

the overlay. 

Success Success 

EIGRP adjacency Hub-spoke neighbor formation 

over mGRE. 

Established Established 

Phase 3 shortcut Spoke-to-spoke direct tunnel via 

NHRP Redirect. 

Direct tunnel Confirmed 

IPsec/IKEv2 Active SAs and stable key negoti-

ation. 

Active Verified 

Traffic encryption Encrypted GRE packet counters 

increasing. 

Increasing Confirmed 
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5.3 Fault Detection Latency 

Four failure scenarios were injected to evaluate the monitoring system: loss of a 
DMVPN peer, tunnel interface shutdown, IPsec security association drop, and EIGRP 
neighbor loss. In each case the corresponding event appeared in events.jsonl and on the 
dashboard within a single ten-second monitoring cycle. The detection logic correctly 
classified each fault by severity, and the verification action recorded the post-fault de-
vice state without modifying the configuration. 

Compared with manual troubleshooting, where an administrator typically needs sev-
eral minutes to log into the relevant devices, run diagnostic commands, and correlate 
the output, the automated framework reduces the detection time to at most ten seconds. 
Taking a conservative manual baseline of three minutes, this represents an estimated 
improvement of approximately 95% in fault detection speed. More importantly, the 
framework consolidates information that would otherwise require separate sessions on 
multiple devices into a single dashboard view, lowering the cognitive load on the oper-
ator. 

5.4 Dashboard Design and Operational Workflow 

Beyond rapid fault detection, a key objective of the proposed framework is to translate 
raw telemetry into a presentation layer that supports observation, decision-making, and 
corrective action in a single workspace. The dashboard, named the Intelli Dashboard, 
was developed to give the operator a complete operational picture of the DMVPN de-
ployment without the need to log into individual routers. It refreshes every ten seconds 
in synchronization with the monitoring loop and reads exclusively from the structured 
artifacts produced by the collector and detection modules, namely metrics.json, 
last_state.json, anomalies.json, and events.jsonl. This decoupling between data acqui-
sition and visualization allows the dashboard to be replaced or extended without affect-
ing the underlying monitoring logic. 

The top-level header of the dashboard exposes three global controls that frame every 
operational session. A search bar allows the operator to filter the device cards by name, 
which is useful as the network grows. A refresh interval input lets the cycle period be 
tuned for different lab or production conditions, with a default of ten seconds. A 
start/stop control allows the loop to be paused for maintenance windows. Adjacent to 
these controls, a date and time panel anchored to the Africa/Tripoli timezone provides 
session context and confirms that the dashboard is rendering live data. These elements 
together ensure that every screenshot or shared view is unambiguous in time and scope. 
Fig. 3 shows the main view of the Intelli Dashboard: the Device Baseline panel enu-
merates all seven monitored nodes, the per-router cards expose Interfaces, DMVPN, 
NHRP Phase 3, EIGRP, OSPF, and IPsec/IKE state, and the right-hand column reports 
the live timestamp, the active device count, and the alerts summary. 
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Fig. 3. Intelli Dashboard — main view. 

The first major area of the dashboard is the Device Baseline panel, which lists every 
node discovered during the initial enrollment phase. In the configuration evaluated here 
it shows seven entries: three end-host PCs (PC1, PC2, PC3), the hub router (HQ), the 
two branches (BR1 and BR2), and the ISP router that simulates the public underlay. 
Selecting a device exposes its full live record and a View Raw control that opens the 
underlying JSON snapshot. The baseline also reports its own health — a baseline-
loaded badge and the timestamp of the last successful fetch — so that an operator can 
distinguish a network problem from a stale or failed collection. 

Per-router information is organized into six functional cards that mirror the layered 
architecture of Section 3 and explicitly identify the operational role of each protocol. 
The Interfaces card reports administrative and operational state for every physical port, 
the loopback, and the mGRE tunnel, including the assigned IPv4 address. The DMVPN 
Core card summarizes peer count, dynamic versus static type hints, and the expected 
baseline status for spoke or hub routers. The NHRP Phase 3 card breaks the entries 
down into dynamic and static counts and indicates whether the device is acting as a hub 
or as a spoke, which is the key signal that Phase 3 is forming correctly. The EIGRP 
Overlay and OSPF Underlay cards show neighbor counts against expected baselines, 
separating control-plane health on the tunnel network from health on the underlay. Fi-
nally, the Security card reports IKEv2 readiness, IPsec activity, and current en-
cap/decap counters, allowing the operator to verify that traffic is actually being en-
crypted rather than merely that a tunnel is up. Each card carries a status badge (OK, 
WARN, or CRIT) so that protocol-level problems are visible at a glance even without 
opening the card. 

To support rapid decision-making, the right-hand column condenses the global state 
into two indicators. The Active Devices card displays the number of devices currently 
reachable against the baseline total, accompanied by a textual summary such as “All 
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devices active” or “N of M reachable”. The Alerts card displays the count of active 
alerts; when alerts are present, the operator can expand them to see each alert’s severity, 
the originating device, the failing metric, and a short suggested action drawn from a 
small remediation knowledge base. The intent is that the operator should be able to 
move from “something is wrong” to “here is what to check” without leaving the dash-
board. Fig.4 The Loop Status card reports liveness and a diff summary against the base-
line, the Latest Events card shows the most recent severity-tagged events parsed from 
events.jsonl, and the Alerts card aggregates active issues with an actionable trigger. 

 
Fig. 4. Loop status, latest events, and alerts panel. 

Below the per-device cards, the dashboard exposes three integrated panels that turn 
the system into a continuous operational record. The Loop Status panel reports the 
timestamp of the last cycle, the up/down counters across all devices, the number of 
changes observed against the baseline, and an issues counter; a small Diff Summary 
indicates whether the deviation from the baseline is normal (for example, a fixed num-
ber of expected output changes per cycle) or abnormal. The Latest Events panel renders 
the last several entries from events.jsonl in their canonical timestamped form, including 
the device, the metric category (such as DMVPN, EIGRP_NEI, IKEV2_SA), and the 
severity tag. Read together with the device cards, this panel allows the operator to cor-
relate a CRIT or WARN event directly with the device card that triggered it. The Alerts 
trigger at the right collects unresolved issues and exposes a single ALERT control for 
downstream notification, which is the integration point reserved for future SIEM or 
messaging hooks. 

Table 6 maps each dashboard area to the operational decision it supports. The intent 
is to demonstrate that the dashboard is not merely a visual aggregation of data but a 
decision-support surface, in which every panel contributes to a specific class of operator 
action. 
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Table 6. Mapping between dashboard areas and the operational decisions they support. 

Dashboard Area Information Presented Operational Decision Supported 
Header controls Search, refresh interval, start/stop, 

live timestamp. 

Scope and pace the monitoring session. 

Device Baseline Enrolled nodes and last fetch 

timestamp. 

Confirm topology integrity and freshness 

of data. 

Per-router cards Interfaces, DMVPN, NHRP, 

EIGRP, OSPF, IPsec/IKE. 

Identify which protocol or layer is failing. 

Active Devices Reachable count vs. baseline total. Detect partial outages at a glance. 

Loop Status Liveness, up/down, changes, diff vs. 

baseline. 

Verify monitoring health and rule out false 

alarms. 

Latest Events Recent timestamped, severity-

tagged events. 

Trace the sequence and root cause of an in-

cident. 

Alerts card Active alerts with cause and sug-

gested action. 

Drive the immediate remediation step. 

5.5 Discussion 

Two observations follow from the experiments. First, the rule-based detection layer, 
despite its simplicity, is well suited to DMVPN because the relevant operational signals  
peer count, security association state, and neighbor count — are discrete and have clear 
thresholds. A trained machine learning model is not required to deliver useful intelli-
gence at this scope. Second, the strict separation between monitoring and automation, 
with automation limited to verification rather than reconfiguration, made the system 
safe to run in an academic environment without risk of cascading failures. The collected 
JSON dataset can serve as training data for predictive models in future work. The dash-
board, in turn, demonstrates that consolidating fragmented CLI outputs into a single 
decision-oriented surface materially changes how an operator perceives the network: 
events are no longer found by typing commands but by reading a layout that has been 
designed around the questions an operator actually asks. 

6 Conclusion and Future Work 

This paper presented an intelligent monitoring framework for DMVPN-based networks 
that combines a Phase 3 mGRE overlay, IPsec/IKEv2 security, EIGRP routing, and a 
Python-based observability layer. Experimental validation in GNS3 confirmed that the 
framework reliably detects tunnel, routing, and security failures within a ten-second 
polling cycle, providing an estimated 95% reduction in fault detection latency relative 
to manual workflows. The structured JSON telemetry, severity-based alert classifica-
tion, and centralized dashboard together transform the operational view of a distributed 
DMVPN deployment from a set of fragmented CLI outputs into a unified, automation-
ready interface. 

Two main limitations should be acknowledged. The system was validated in a sim-
ulated environment, and real production traffic loads, hardware constraints, and exter-
nal instability are not fully represented. The detection logic is rule-based and cannot 
identify previously unseen failure patterns. In addition, the evaluation covered a fixed 
topology of 7 nodes with 3 overlay routers and did not include controlled packet-loss 
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injection. Future work will extend the framework along four directions: integrating ma-
chine learning techniques for predictive fault analysis on the existing JSONL dataset; 
supporting multi-hub DMVPN deployments with a larger number of spokes, concurrent 
polling and distributed collectors; extending the detection rules to packet-loss and delay 
indicators (interface drops, IPsec replay failures and IP SLA statistics) under link im-
pairment injected through GNS3 packet filters; and connecting the event log to enter-
prise platforms such as SIEM and IT service management systems for end-to-end op-
erational integration. 
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 عباط تاذو عسوتلل ةلباقو ةنمآ ةیكبش ةیتحت ةینب ذیفنتو میمصت ثحبلا اذھ مدقی .صلختسملا
 طاقنلا ةددعتم ةیضارتفلاا تاكبشلا ةینقت مادختساب ةدعابتملا ةیفارغجلا عورفلا طبرل يكذ
 ةكبش مدختسُت ثیح ،يقبط میمصت ىلع ةحرتقملا ةینبلا دمتعت .)DMVPN( ةیكیمانیدلا
 ةیضارتفا ةكبش ءاشنإ متی امنیب ،)Underlay( ةیساسأ لقن ةقبطك )WAN( قاطنلا ةعساو
 يلوكوتورب مادختساب ةنمّؤم GRE قافنأ ربع عورفلا طبرل )Overlay VPN( ةنمآ

IPsec وIKEv2. تانایبلا ھیجوت ةءافك نامضل ةیكیمانید ھیجوت تلاوكوتورب قیبطت مت امك 
 .عقاوملا نیب براقتلا ةعرسو تاراسملل يئاقلتلا فاشتكلااو

 ةبقارملل دعاوقلا ىلع امًئاق اًیكذ ارًاطإ ماظنلا نمضتی ،نملآا لاصتلاا ریفوت بناج ىلإ
 صحف ةرودب ةبقارملا ماظن لمعی .لاطعلأا ةرادإو ةیلیغشتلا ةیؤرلا نیسحت فدھب ةتمتلأاو
 ترھظأ دقو .ةدحاولا ةقیقدلا يف ةیلآ مییقت تارود تس لدعمب يأ ،نٍاوث 10 اھرادقم ةینمز
 اھفاشتكا متی ھیجوتلاو قافنلأا لاطعأ نأ GNS3 مادختساب ةاكاحم ةئیب يف ةیلمعلا براجتلا

 ةیودیلا ةبقارملا بیلاسأ عم ةنراقملابو .)نٍاوث 10 ىصقأ دحب( ةدحاو ةبقارم ةرود للاخ
 رَّدقُی اًنسحت حرتقملا ماظنلا ققحی ،لطعلا فاشتكلا قئاقد ةدع قرغتست دق يتلا ةیدیلقتلا
 .لاطعلأا فاشتكا ةعرس يف %95 يلاوحب

 ىلع ةدمتعملا ةیودیلا ققحتلا تاءارجإ جمدب حرتقملا راطلإا موقی ،كلذ ىلع ةولاع
 ىلإ ةجاحلا يغلی امم ،ةتمتؤم ةیزكرم مكحت ةحول نمض ةزھجأ ةدع ربع CLI رماوأ

 مكحتلا ةحول رفوت .ظوحلم لكشب يلیغشتلا يعولا ززعیو ينیتورلا يودیلا صحفلا تایلمع
 امم ،ثادحلأا لجسو ةینملأا تاطابترلااو ھیجوتلا تاقلاعو قافنلأا ةلاحل اًیظحل اضًرع
 .ةكبشلا ىلع يقابتسلاا فارشلإا معدی

 جمدی DMVPN ىلع مئاق ثیدح يكبش لح ءانب ةیناكمإ ىلع جئاتنلا نھربت ،ماع لكشب
 ةیرامعم نمض ةیكذلا ةیلیغشتلا ةبقارملاو ،ةتمتلأاو ،يكیمانیدلا ھیجوتلاو ،نملآا لاصتلاا
 .ةنیتمو ةدحوم

 ةبقارملا ، تاكبشلا ةتمتأ ، طاقنلا ةددعتم ةیكیمانیدلا ةیضارتفلاا تاكبشلا :ةیللادلا تاملكلا
 IPsec ، EIGRP ، ةیكذلا


